Riyadh, Saudi Arabia

H 0osam Ha n'l +966 55 618 7299 - hosamhanyaa@gmail .com

s@sta.com : github.com/s@sta
IT Manager - DevSecOps and Cloud linkedin.com/in/hosam-hani-abdelati

PROFILE

IT Manager with 4+ years of hands-on work in Linux and Windows servers, networks, ERP and e-commerce. | run the
full IT stack of a sports-brand distributor in Saudi Arabia: 600 employees in 9 branches. | own systems end to end:
deployment, monitoring, backups, security incidents and user support. | bring the same approach to DevSecOps and
cloud: CI/CD with security scans, containers and Kubernetes, Terraform and Azure — shown in two public projects on
GitHub.

EXPERIENCE

IT Manager — Raed Sports 2025 - today
Riyadh, Saudi Arabia

¢ Run the servers and IT infrastructure (Linux and Windows) for 600 employees in 9 branches: user accounts,
access control, patching, backups and restore tests.

* Own babolatksa.com, a bilingual Arabic/English WooCommerce store with about 1,400 products: hosting,
deployments, plugins, performance and uptime.

¢ Run and support the company ERP (ERPNext, Odoo, Daftara): deployment, version updates, troubleshooting and
user training.

« Manage DNS, hosting and SSL certificates for company domains, including domain moves without downtime.

* Handle security incidents end to end: investigation, cleanup, system hardening and preventive controls.

* Operate Amazon and Noon marketplace listings, product data and integrations; internal IT support and
onboarding.

Freelance IT and Web Developer 2023 - 2025
Remote

¢ Built and maintained WordPress and WooCommerce websites for clients, including hosting, domains and SSL.
« Administered VPS servers and deployed self-hosted web applications end to end.

IT Support Specialist — Farma Care Hospital 2021 - 2023
Cairo, Egypt

e Supported the hospital information system: user accounts, permissions and first-line troubleshooting.
« Maintained workstations, printers and network equipment; diagnosed LAN/WLAN problems with vendors.
* Ran routine backups, antivirus management and software deployment.

IT Support — MedCare Hospital 2020 - 2021

Sharqia, Egypt

* First-line IT support for staff: hardware, operating systems, printers and network access; documented recurring
fixes.

DEVSECOPS PROJECTS

Secure delivery pipeline github.com/s@sta/secure-delivery-pipeline

GitHub Actions with tests, gitleaks, Semgrep and Trivy; SBOM with Syft; keyless cosign signing and SLSA
provenance; Argo CD GitOps (dev automatic, prod through a reviewed pull request); Kyverno admission and default-
deny network policies.

Azure k3s platform github.com/s@sta/azure-k3s-platform
Terraform (VNet, NSG, NAT gateway, load balancer, VMs, Key Vault, Azure Monitor) with OIDC login and plan on pull
requests; Ansible hardening and k3s with audit log and encrypted secrets; Prometheus, Grafana, Loki and Fluent Bit.
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DevSecOps knowledge base s@sta.com/summary
Summaries of RHCSA, RH124, RH134, AZ-104, Terraform, CKA and CKS, 287 command pages and hands-on labs, in

plain PHP.

SKILLS

Linux and Windows

Cloud and laC
Containers
CI/CD and security

RHEL, Ubuntu, Debian, Windows Server; systemd, SELinux, LVM, SSH hardening, backups
and restore

Azure, Terraform, Ansible, cloud-init
Docker, Podman, Kubernetes (k3s), Helm, Kustomize, Argo CD

GitHub Actions, Git, Trivy, Semgrep, gitleaks, cosign, Syft, Kyverno, incident response,
hardening

Monitoring Prometheus, Grafana, Loki, Fluent Bit, Azure Monitor

Networking LAN/WLAN, VLANSs, firewalls, VPN, DHCP, DNS, SSL/TLS, Nginx, Apache

Web and ERP WordPress, WooCommerce, PHP, Rank Math SEO; ERPNext/Frappe, Odoo, Daftara
Scripting Bash, Python, HTML, CSS, JavaScript

CERTIFICATES WEBSITES I BUILT AND RUN

e Google IT Support Professional — Feb 2025 ¢ babolatksa.com — WooCommerce store, about 1,400
e Cisco Ethical Hacker — Nov 2024 products

» Cisco Operating Systems Basics — Nov 2024 ¢ here2grow.edu.sa — WordPress and technical SEO

o Cisco / NDG Linux Essentials — Oct 2024  cyasseryehia.com — coach profile

» freeCodeCamp Responsive Web Design — Oct 2024  sOsta.com — profile, study pages and notes

LANGUAGES

Arabic (native) - English (advanced) - German (A1,
learning)



